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The use of personal electronic devices for Council Business
‘Device’ means: Mobiles, Tablets, Laptops, Desktops, External hard drives.
‘Council Business’ means: Any activity undertaken in the course of employment by the Council or as part of a service provided by the Council. This includes business discussions, projects, drafts and emails.
Our residents and customers trust us to handle their information with care and the un-controlled use of personal devices means a significant increase in the risk of data breaches and data loss. We want you to have the tools you need to work for our communities in a controlled and fair way.
Personal devices are not to be used for any council business without a clear business need and approval from your manager. Approval must be obtained by following the process set out on the IT FAQ hub page.
Approved use of a personal device for council business includes: 
· [bookmark: _Hlk154131752]Those on the silver and gold tactical groups as part of Emergency Planning
· The use of iTrent to access your payslips and to record sickness absence or book annual leave. 
For roles that require the use of a device on a permanent basis you should be provided with a Council owned device. Depending on the role this may mean a Laptop, Mobile Phone and/or specialist tool. Requests for Council owned devices can be made by raising a ticket with the IT helpdesk.
If you require the use of a device on a temporary basis, you should:
· First check with IT if there are any Council owned devices available to borrow. If not:
· Your manager can submit an IT helpdesk ticket to provide you access on your personal device to the systems you need to perform your role. The ticket must include the reason access is required and an initial timescale for access which can be amended later.
Temporary access can be given for any reasonable period depending on the purpose. I.e., a few days in the case of an emergency or months for a project.
Personal devices will only be granted access if they have up to date software and adequate security in place such as a password or biometric lock.
WhatsApp Groups
We acknowledge the existence of WhatsApp groups in teams across the Council.  Where these exist, it is acceptable that they are accessed via personal devices provided that they are not used for the sharing of any personal or business sensitive data. 
In the event of a WhatsApp group being used for emergency planning incidents, the chat should be exported at the conclusion of the incident and stored securely on the councils’ systems.  The entire contents of the chat should then be deleted by the administrator. 
Social Media 
Please note that the Council has a social media policy and staff should be aware of the content they share and post on their social media and ensure that personal profiles are not linked to the Council. 
Please refer to the Council’s Social Media policy for further details. 
If you are in any doubt about the use of your device or social media, please contact HR or ICT. 
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