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introduction
Social media has opened up new ways of communicating and sharing information and social networking websites are being used regularly by millions of people. 

This policy covers the use of all personal social media use by all council employees (including temporary and casual staff, trainees and work experience trainees) and includes individual contractors and agency staff working on behalf of the Council. (All other contractors working on behalf of the council should obviously be careful about what they say about the Council on social media.)

Social media applications include, but are not limited to:

· Social networking sites eg Facebook, Google+, linkedin
· Microblogging sites eg Twitter
· Media sharing services, eg youtube, Flickr and Pinterest
· Blogs, eg Blogger

For the purposes of this policy, social media is any type of interactive online media that allows parties to communicate instantly with each other or to share data in a public forum. 
It is important we use social media effectively and flexibly, however, it is also important to ensure that we balance this with our duties to our customers, stakeholders, our legal responsibilities and our reputation.

This policy puts in place controls to protect the Council’s reputation and its employees. 
All council representatives should bear in mind that information they share through social networking applications, even if they are on private spaces, are still subject to copyright and data protection, the Safeguarding Vulnerable Groups Act 2006 and other laws and regulations governing their professional standards. They must also operate in line with the council’s Equality and Diversity Policy and Information Security Policy.

AIMS OF THIS POLICY
The aims of this policy are to:

· Ensure that we protect the reputation of the council
· Ensure that council staff and other parties mentioned in the introduction are aware of risks and to help them avoid pitfalls which could lead to reputational harm, embarrassment and disciplinary action 
· Ensure the Council is not exposed to legal and governance risks
· Ensure that our customers and stakeholders are able to clearly distinguish that information provided via social networking applications is legitimately representative of the Council
· Prevent the unauthorised use of council branding on employees’ personal social media sites
· Ensure the Council’s information and data are handled appropriately

PERSONAL USE OF SOCIAL MEDIA
The Council recognises that many employees make use of social media in their personal lives – in particular Facebook and Twitter. Employees should be aware that there are many more examples of social media than can be listed here and this is a constantly changing area.

While they are not acting on behalf of the council, employees must be aware that they can damage the council if they are recognised as being one of the council’s employees. The council respects an employee’s private life, however, it must ensure that the organisation’s confidentiality and reputation are protected. Employees must adhere to the following guidelines in relation to any social media that they use:

· Remember where you work. If you identify yourself as an employee of Stroud District Council, make sure that your profile and content are consistent with how you should present yourself to customers and colleagues
· Do not make any defamatory remarks about the Council, its service users, or colleagues, or conduct yourself in a way that is detrimental to the Council
· Do not use the Council logo
· If discussing work on social media, make it clear that the views expressed are your own and not necessarily the views of the Council.
· Do not identify other council representatives or service users without their consent
· Do not disclose personal data or information about the Council or its service users, employees or managers that could breach the Data Protection Act 1998 (e.g. Photographs, images)
· Don’t forget that you are personally responsible for any content you publish

The Council does not permit access to social media sites for personal use on council IT equipment, but understands that employees may wish to use their own computers and devices, such as laptops, tablets and smartphones to access social media websites while they are at work. Under these circumstances it is important that you only access social media in your personal time.  You must not access social networking sites for personal use, at all, during work time. 

The Council reserves the right to monitor employees’ internet usage. Valid reasons for checking on employees’ use of the internet include suspicions that the employee has acted in a way that is in breach of the rules set out in this policy.

ENFORCEMENT 
The Council’s disciplinary and grievance policy will be followed to deal with any communications or content published that causes damage to the Council, any of its employees or any third party’s reputation. This may amount to misconduct or gross misconduct under the policy.
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