Be alert to energy support
fraud and scams
#PSFA
Criminals are using the energy crisis and the government-provided energy support schemes
as a way to target the public by tricking them to hand over personal and financial details.
Scammers are sending convincing emails and text messages pretending to be from GOV.UK,
Ofgem and other organisations, alerting them that they are eligible for a discount to their
energy bill or a rebate, and seeking to steal personal and financial information, including
through providing links to malicious websites.

People are warned to be alert to these scams
Always ensure to do the following:
Take care to consider the organisation making a
request and whether a request could be fake.
If you have any doubts about a message, always
contact the organisation directly through the
details provided on their official website.
Do not click on links provided in suspicious
texts or emails.
Official government sources for the energy support schemes will never
ask you to provide personal information over email, or call and ask you
to provide your bank account details. Only criminals will attempt to rush
or panic you into sharing money or information.

Further guidance and support:
Suspicious text messages should be forwarded to the number 7726 which is free of charge. If you are suspicious
about an email you have received, forward it to report@phishing.gov.uk. If you receive a call you believe to be
fraudulent, hang up.
If you believe you have been the victim of fraud or identity theft, you should report this
directly to Action Fraud either online; actionfraud.police.uk or via phone 0300 123 2040.
If you have any information relating to energy scheme fraud you can report this
anonymously by contacting Crimestoppers through crimestoppers-uk.org or by
phone at 0800 555 111.
The National Cyber Security Centre can provide further information on how to stay
secure online; go to ncsc.gov.uk.

